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Tabel jumlah file yang diakses oleh Ransomware
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Nama File Lokasi File Action
Open | Edit Create

PetyaFix.exe HKEY_CLASSES _ROOT\Applications\PetyaFix_2 0 4 X X
_766_127.exe

OpenWithProgids | HKEY. LOCAL_MACHINE\Software\Microsoft\ 4 4 v
Windows\Shell\RegisteredApplications\
UrlAssociations\Directory\OpenWithProgids

CurVer HKEY LOCAL_MACHINE\SOFTWARE\Classes\Di v X X
rectory\CurVer

ShellEx HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Fo v X X
Ider\ShellEx\{00021500-0000-0000-C000-
000000000046}

HideFolderVerbs | HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CL v v X
SID\{20D04FEQ-3AEA-1069-A2D8-
08002B30309D H\ShellFolder\HideFolderVerbs

UseDropHandler | HKEY_ LOCAL_MACHINE\SOFTWARE\Classes\CL v 4 X
SID\{20D04FE0-3AEA-1069-A2D8-
08002B30309D}\ShellFolder\UseDropHandler

WantsFORPARS | HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CL v v X

ING SID\{20D04FE0-3AEA-1069-A2D8-
08002B30309D}\ShellFolder\WantsFORPARSING

WantsParseDispl | HKEY _LOCAL MACHINE\SOFTWARE\Classes\CL v 4 X

ayName SID\{20D04FEQ-3AEA-1069-A2D8-
08002B30309D}\ShellFolder\WantsParseDisplayNam
e

QueryForOverlay | HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CL v v X
SID\{20D04FEQ-3AEA-1069-A2D8-
08002B30309D H\ShellFolder\QueryForOverlay

MapNetDriveVer | HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CL v v X

bs SID\{20D04FE0-3AEA-1069-A2D8-

08002B30309D}\ShellFolder\MapNetDriveVerbs




HideOnDesktopP

erUser

HKEY LOCAL_MACHINE\SOFTWARE\Classes\CL
SID\{20D04FEOQ-3AEA-1069-A2D8-
08002B30309D H\ShellFolder\HideOnDesktopPerUser

WantsAliasedNot

ifications

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CL
SID\{20D04FE0-3AEA-1069-A2D8-
08002B30309D }\ShellFolder\WantsAliasedNotificatio

ns

NoFileFolderJunc

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CL

tion SID\{20D04FEQ-3AEA-1069-A2D8-
08002B30309D H\ShellFolder\NoFileFolderJunction

DriveMask HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Dr
ive\shellex\FolderExtensions\{fbeb8a05-beee-4442-
804e-409d6¢4515e9H\DriveMask

PropertySystem HKEY_LOCAL_MACHINE\Software\Microsoft\Win
dows\CurrentVersion\PropertySystem

aAyYY HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows  NT\CurrentVersion\Time  Zones\Pacific
Standard Time\Dynamic DST\2007

ReNotifyCount HKEY CURRENT_ USER\Software\Microsoft\Windo

ws\CurrentVersion\Action Center\ReNotifyCount

DisableProcessls

olation

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CL
SID\{00021401-0000-0000-C000-
000000000046 }\DisableProcesslsolation

HidelnWebView

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CL
SID\{645FF040-5081-101B-9F08-
00AA002F954E}\ShellFolden\HidelInWebView

.acrobatsecurityse

HKEY_CLASSES ROOT\SystemFileAssociations\.ac

ttings robatsecuritysettings

WMP11.AssocFil | HKEY _CURRENT_USER\Software\Microsoft\Windo

e.ADTS ws\CurrentVersion\Explorer\FileExts\. ADT\OpenWith
Progids\WMP11.AssocFile. ADTS

xmlfile HKEY_CURRENT_USER\Software\Microsoft\Windo

ws\CurrentVersion\Explorer\FileExts\.xmI\OpenWithP

rogids\xmlfile




.zfsendtotarget HKEY_ CURRENT_USER\Software\Microsoft\Windo v X v
ws\CurrentVersion\Explorer\FileExts\.xm\OpenWithP
rogids\xmlfile
EnableShareDeny | HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CL v v X
None SID\{00021401-0000-0000-C000-
000000000046 F\EnableShareDenyNone
NotPetya
Action
Nama File Lokasi File
Open Edit Create
.NETFramework | HKEY_CURRENT_USER\Software\Microsoft\ v X X
.NETFramework
InstallRoot HKEY_LOCAL_MACHINE\SOFTWARE\Mic 4 v v
rosoft\.NETFramework\
Policy HKEY_LOCAL_MACHINE\SOFTWARE\Mic v X X
rosoft\.NETFramework\
Policy HKEY_LOCAL_MACHINE\SOFTWARE v 4 X
\Microsoft\Windows\.NETFramework\Policy\
V2.0 HKEY_ LOCAL_ MACHINE\SOFTWARE\Mic 4 X X
rosoft\. NETFramework\Policy\\/2.0
Mscoreei.dll HKEY_LOCAL_MACHINE\Microsoft. NET\Fr v X v
amework\v2.0.50727
Upgrades HKEY_LOCAL_MACHINE\SOFTWARE\Mic v X X
rosoft\. NETFramework\Policy\upgrades
Upgrades HKEY_LOCAL_MACHINE\SOFTWARE\Mic v v X
rosoft\. NETFramework\Policy\upgrades
AppPatch HKEY_ LOCAL_MACHINE\SOFTWARE\Mic 4 X X
rosoft\.NETFramework\Policy\AppPatch




AppPatch HKEY_ LOCAL_MACHINE\SOFTWARE\Mic v X
rosoft\.NETFramework\Policy\AppPatch
CLRLoadLogDir | HKEY_CURRENT_USER\Software\Microsoft\ v X
.NETFramework\CLRLoadLogDir
OnlyUseLatestC | HKEY_CURRENT_USER\Software\Microsoft\ v X
LR .NETFramework\OnlyUseLatestCLR
DisableMetaFiles | HKEY_CURRENT_USER\Software\Microsoft\ v X
WindowsNT\CurrentVersion\GRE_ Initialize\Di
sableMetafiles
Bad rabbit
Nama File Lokasi File Action
Open Edit Create
DisableUNCChec | HKEY_LOCAL_MACHINE\Software\Microsoft\ v v X
k CommandProcessor
EnableExtensions | HKEY_LOCAL_MACHINE\SOFTWARE\Micro v v X
soft\CommandProcessor
Crypt32 HKEY_LOCAL_MACHINE\SYSTEM\CurrentC v X X
ontrolSet\Services\
DebugHeapFlags | HKEY_LOCAL_MACHINE\SYSTEM\ControlS v v X
et001\services\cryp32
UseHostnameAsA | HKEY_LOCAL_MACHINE\SYSTEM\ControlS v 4 X
lias et001\services\1dap
Fvevolrdyboost HKEY_LOCAL_MACHINE\SYSTEM\ControlS 4 v X
et001\Control\Class\\{71A27CDD-812A-11D0-
BEC7-08002BE2092FH\LowerFilters




Csccfvevolrdyboo

st

HKEY _LOCAL_MACHINE\SYSTEM\ControlS
et001\Control\Class\{71A27CDD-812A-11D0-
BEC7-08002BE2092F}\LowerFilters

dumpfve.sys

HKEY_LOCAL_MACHINE\SYSTEM\ControlS
et001\Control\CrashControl\DumpFilters

WinShock_Regist

ry_Version

HKEY_LOCAL_MACHINE\SYSTEM\ControlS

et001\services\WinSock2\Parameters\

fwpucint.dll

HKEY_LOCAL_MACHINE\SYSTEM\ControlS
et001\services\WinSock2\Parameters\NameSpace
_Callout

Next_Catalog_Ent
ry_ID

HKEY_LOCAL_MACHINE\SYSTEM\ControlS
et001\services\WinSock2\Parameters\Protocol_Ca

talog9\

wship6.dll

HKEY_LOCAL_MACHINE\SYSTEM\ControlS
et001\services\WinSock2\Parameters\Protocol_Ca
talog9\Catalog_Entries\000000000004\PackedCat

alogltem

mswsock.dll

HKEY_LOCAL_MACHINE\SYSTEM\ControlS
et001\services\WinSock2\Parameters\Protocol Ca
talog9\Catalog_Entries\000000000018\PackedCat

alogltem

NLAapi.dll

HKEY_LOCAL_MACHINE\SYSTEM\ControlS
et001\services\WinSock2\Parameters\NameSpace
_Catalog5\Catalog_Entries\000000000001\L ibrar
yPath

netprofm,netman

HKEY_LOCAL MACHINE\SYSTEM\ControlS
et001\ControNSQMServiceList\SQMServiceL.ist

WinSock 2.0 | HKEY_LOCAL_MACHINE\SYSTEM\ControlS

Provider ID et001\services\Winsock\Setup
Migration\Providers\Psched\

wshtcpip.dll HKEY_LOCAL_MACHINE\SYSTEM\ControlS

et001\services\Tcpip\Parameters\Winsock\Helper
DIlIName

CryptDIIDecodeO
bjectEx

HKEY_LOCAL_MACHINE\SOFTWARE\Micro
soft\Cryptography\OID\EncodingType 1\




Web Client | HKEY_LOCAL_MACHINE\SYSTEM\ControlS X

Network et001\services\WebClient\NetworkProvider\Name

inetcomm.dll HKEY_LOCAL_MACHINE\SOFTWARE\Micro v
soft\Cryptography\OID\EncodingType
1\CryptDIIDecodeObjectEx\1.2.840.113549.1.9.1
6.1.1

credssp.dll HKEY_LOCAL_MACHINE\SYSTEM\ControlS X
et001\Control\SecurityProviders\SecurityProvider
s

RegistrationEnabl | HKEY_LOCAL_MACHINE\SYSTEM\ControlS X

ed et001\services\Tcpip\Parameters\Interfaces\{e29a
c6c2-7037-11de-816d-806e6f6e6963}\

WhpadExpirationD | HKEY_CURRENT_USER\Software\Microsoft\ X

ays Windows\CurrentVersion\Internet Settings\\Wpad\

cuckoo-PC HKEY_LOCAL_MACHINE\SYSTEM\ControlS X
et001\services\Tcpip\Parameters\Hostname

Wannacry
Nama File Lokasi File Action
Open Edit | Create

ReNotifyCount HKEY_CURRENT USER\Software\Microsoft\Windo 4 v X
ws\CurrentVersion\Action Center\ReNotifyCount

DocObject HKEY _LOCAL_MACHINE\SOFTWARE\Classes\un v v X
known\DocObiject

FavoritesRemove | HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ v v X

dChanges Windows\CurrentVersion\Explorer\StartPage\Favorites
RemovedChanges

SuppressionPolic | HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ v v X

y

Windows\CurrentVersion\Explorer\MyComputer\Nam
eSpace\DelegateFolders\{35786D3C-B075-49b9-
88DD-029876E11C01H\SuppressionPolicy \




ReaderProgramFi

les

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Ins
taller\Features\68AB67CA7DA73301B744CAF070E4
1400\ReaderProgramFiles

Acrobat Reader

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\Installer\UserData\S-1-5-
18\Components\1C19FC540809F1F419A3977E0915E
33F\68AB67CA7DA73301B744CAF070E41400

concrt140.dll

HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\Installer\UserData\S-1-5-
18\Components\8F139CF91DE936230A1FABED33D0
EOEC\68AB67CA7DA73301B744CAF070E41400

msvcp140.dll

HKEY LOCAL_ MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\Installer\UserData\S-1-5-
18\Components\C069AA2AC3DFD6A3DBF64139031
1FA3B\68BAB67CA7DA73301B744CAF070E41400

MSPUB.EXE

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\Installer\UserData\S-1-5-
18\Components\92B7D0DC7E985C94E81ED558E8FF
5239\00004119110000000000000000F01FEC

Microsoft

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\CurrentVersion\Installer\UserData\S-1-5-
18\Components\198B04717E873AC47B62DA030707
3629\00004119110000000000000000F01FEC

b.wnry

C:\Users\cuckoo\AppData\Local\Temp\

WanaCryptOr

HKEY_LOCAL_MACHINE\Software\

<

X

Disable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\
Windows\Windows Error Reporting\WMR\

UseHostnameAs
Alias

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001

\services\ldap\UseHostnameAsAlias

CUCKOO-PC

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001
\Control\ComputerName\ActiveComputerName\Comp

uterName

SystemSetupInPr

ogress

HKEY_LOCAL_MACHINE\SY STEM\Setup\SystemS

etupInProgress




